EMERGENT RISKS

Research Paper by:
Bryan Richardson and Peter Gerzon

stitute of Risk Management delivering high quality risk management education



Contents

INErOAUCHION ... 02
Definition of Emergent RiSKS ...........ccoiieiiiiiiiiiiiiee e, 03
Recognition of Emergent RiSKS ..........c.ccvviiiiiiiie i 03
Emergent Risks Matrix — Definition of Terms..........cccccceeeiiiiiinnnns 04
Method of Identification ...........cccooviiiiii 05
o] (o PO PRPOUPPRPP 06
Consequences/IMPactS .........ccocveeeeiiiiiee e 08
Blank Matrix for Emergent RiSKS ...........ccooviviiieiiiiiiiee e 09
Hospital EXamMPIES......oooiiiiiiiiieeeee e 10
NUuClear EXamPIES ....cooviiieeiiieiiiiieeee e e e 11
Petrochemical Examples.........ccoviiiiiiieee e 12
Selection or Quantification of Emergent Risks .............cccccceeeinnee. 13
Mitigation and Control ...........ccceeiiiiiinieie e 13
Timing of Mitigation ..o 13
Gap ACHON Plan........uuiiiiiiiee e 14

Petrochemicals Nuclear Decommissioning

Hospital Construction



Introduction

This paper was produced as a result of research by the IRM Emergent Risks Special Interest Group.
This group was originally set up following Peter Vickery of the British Nuclear Group contacting
Steve Fowler, Chief Executive of the IRM to see how other industries:

Dealt with low probability but potentially catastrophic risks and to explore whether there was a
commonality between the risk processes being operated by risk managers in their respective
industries.

Develop and deploy methodologies to deal with Emerging Risks in a project environment,
particularly in industries undertaking complex projects over long time scales.

Mike Walker, Director of the IRM arranged and chaired the first SIG on 23 January 2003 at Currie
& Brown Office Manchester with Steve Fowler, Chief Executive of the IRM giving an overview of
the IRM and Peter Vickery, through a keynote introduction, setting the objectives and focussing
on the development of the SIG in Manchester and the North of England.

Subsequent SIGs chaired by Bryan Richardson have been held at AMEC Office Warrington, NHS
Estates Office Leeds, BNFL Office Risley and Currie & Brown Office Manchester with presentations
being given by the following presenters and organisations on the Nuclear, Health and Petrochemical
Industries:

Robin Phillips — British Nuclear
Graham Begg — AMEC

Melvin Goody — NHS ProCure21
Bryan Richardson — Currie & Brown
Jim Waite — ConocoPhillips

George Houghton — AMEC

Peter Gerzon — Emergent Risk
John Wood — NHS ProCure21

Organisations who have attended the above SIGs supporting the
IRM include:

Amec

British Nuclear Fuels
Cranfield University
Cyrilsweet
ConocoPhilips
Currie & Brown
Health & Care Northern Ireland
Ministry of Defence
Mowlem

Procure21

UKAEA



Definition of
Emergent Risks

Emergent Risks are those that have not yet occurred but
are at an early stage of becoming known and/or coming
into being and expected to grow greatly in significance.

They do not have the ‘track record’ of other better known, ;
non-emergent, risks and usually arise in the longer term. RMS Titanic

Recognition of
Emergent Risks

Recognition is not a precise process as:

» There is no clear boundary with other types of risk

» Emergent Risks cannot often be easily identified or
anticipated

» At an early stage they are often low probability / high Global Warming
consequence.

+ Any identification process would probably target such
risks as they are more likely to have the major effect.

Examples of
Emergent Risks

9-11

Chernobyl

Flixborough

Foot and mouth

Global warming

Mad cows’ disease
MRSA

Sars

San Francisco earthquake
The sinking of the Titanic

Mad Cow Disease
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??? The next Emergent Risk




The Institute of Risk Management delivering high quality risk management education

Emergent Risks Matrix —
Definition of Terms

The matrix provides a framework for approaching Emergent Risk identification
and was developed as a technique to aid this. It consists of a topic list that
defines the broad areas in which risks can occur and a list of consequences
and impacts if the risks do occur. The advantage of this approach is that

it provides a structured way of identifying risks using two different but
complementary approaches.

A topic list was used in the matrix as it is widely used as an aid in defining
risks. Consequences and impacts were used as they can be similar for many
Emergent Risks after they occur requiring similar mitigation actions. The
mitigation required to prevent these risks occurring will usually be different.

The lists of topics and consequences/impacts may be varied to suit the
requirements of different projects and industries.

The sections below attempt to define the meaning of the terms used in the
topic and consequence/impact lists used as an aid in defining Emergent
Project Risk Registers.



Method of Identification

» Risk Workshops

* Brainstorming

* Round table discussion

* One to one interviews

* Available data and history

» Forms and pro formas/Risk Matrix

Consequence/Impact

soido|

Emergent Project
Risk Matrix
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Topics

SOCIETAL VIEWS AND
ATTITUDES

Political

Related to changes in political policy (eg due to
a change of Government) or to actions of the
political authorities.

Legal

Risks arising from legal action or decisions
made by the Courts. Examples are limitations
on what can be done or financial penalties
including damages and compensation.

Regulatory

Actions and limitations by the regulatory
authorities. Regulatory authorities include
not only those covering a given industry
but also more general authorities such as
those responsible for health and safety, the
environment and construction planning.

Direct Public Pressure

Direct action by the large numbers of the public
(eg by boycott or other acts) or by pressure
groups (eg those based on local concerns or
those having a specific agenda). It excludes
cases where direct pressure results in action
through the political, legal or regulatory
processes.

ILLEGAL ACTIVITY
Security

This covers risks occurring from actions needed
to ensure security in the short term in response
to specific events or threats and in the long term
from the general security risks in society. It also
covers the risk of breaches or failures in security
such as terrorist attacks.

Criminal Activity Early mitigation
This covers all forms of criminal activity.
Examples are violence, sabotage and fraud.

PROJECT DESIGN AND
APPLICATION

Technology

Changes due to the effects of new technical
developments that feed through into changes
that affect the project. These may be based
on new scientific discoveries or on further
implementation of existing knowledge.

Engineering

Risk from the application of engineering to a
project including any failures or improvements
in current or planned work. Engineering failure
may occur due to factors that cannot be
reasonably anticipated.

Requirements

This covers the risk that a project completed
according to a defined specification may not
meet the required need. This can results in

a shortage of required facilities or low use
because they are not suitable. Examples

are a specification that has been in error or
needs that have changed either during the
project construction period or afterwards during
its lifetime.



MISCELLANEOUS

Environmental

Risks due to any environmental factors.
These include climate change, weather,
natural conditions, natural disaster, disease
and contamination. They include the effects
of changes to the environment due to human
activity.

Financial and Economic

This covers risks due to the finance of the
project or the economic circumstances (local,
national or international) surrounding it.
Examples are under or overspend, failure of
finance and severe over or underestimation of
commercial markets.

It should be noted that all risks to a project are

likely to have financial consequences, many of

them major. This topic is not meant to cover the
all risks but only those of a financial nature.

Knowledge

Risks arising from a lack of knowledge. This
may occur for a number of reasons including
loss of records, gaps in existing knowledge
and insufficient knowledge of those involved or
related to the project.

PERSONAL VIEW AND ATTITUDE

Culture

This covers risks that may occur due to

the culture within the project or related
organisations. It covers the general

attitudes that exist that affect the approach

of an organisation to any work or project it
undertakes. The culture of an organisation could
have either positive or negative effects on the
progress and successful completion of a project.

Human Factors

These risks arise due to the actions of people.
They can come from the action of a large
number of people (eg a major strike) or from
one or a very few individuals (eg unauthorised
trading, concealment of important information).

OTHER

This list is not exhaustion and dependent upon
the industry there may be other Topic headings
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Consequences/Impacts

Delay
This covers the delay in a project due to the occurrence of a risk. It may range from
a short period to extended delay

Refusal to Proceed

This covers risks resulting in a project or part of a project not being allowed to
proceed. This will either result in the project being stopped or some alternative
approach being adopted to proceed to the project intentions.

Change Limits

These consequences arise from changes in the limits or boundaries applying to all
or particular aspects of a project. They occur in a wide variety of areas including
health and safety, allowable discharge or contamination levels and acceptable
boundaries in financial services. They are most likely to arise from a change in
regulation.

Disaster
Disastrous failure resulting from a risk occurrence resulting in major consequences
for the project.

Operational Failure

Failure in the operation of the project leading to under-performance and failure to
meet objectives. This may range from minor to major significance. Projects may
also operate better than planned leading to an opportunity.

Lifetime Failure

Failure of the project to operate for its expected lifetime. This may be due to early
termination of a project that is capable of continued operation or failure of the
project to operate for the expected time due to replacement by an alternative or
because of poor results. Projects may also operate in excess of their expected
lifetime providing an opportunity

Finance/Commercial

Financial and commercial consequences of project risks. These may be positive
or negative. It should be noted that most or all risks to a project are likely to have
financial consequences, many of them major.



Blank Matrix for Emergent Risks

Download a copy of the blank matrix from www.theirm.org

Consequences/Impacts
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Nuclear Examples

Decommissioning
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Petrochemical Examples

Refinery
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Selection or Quantification of Emergent Risks

» This area is imprecise and difficult.

» The need for continuous or regular review both of likely emergent risks and their probability and
likely impact.

» Defining the most likely (say top 10) emergent risks at any one time and the techniques for
selecting them.

+ Retaining a full record of risks identified even those which are not considered likely to occur
(discarded risks may become active)

» Reviewing the consequence / impact mitigation to group emergent risk consequences.

» A quantificative element will be needed to select the top Emergent Risks either on a number scale
or defining risks as say very low, low, medium, high and very high probability and impact.

Mitigation and Control

» Development of GAP Template Action Plans

 Definition of mitigation actions

* Further investigation

* Regular review

» No action is not an alternative

» Best practice in current and planned work

* Inputinto public and regulatory process

» The Gap Template Action Plan is a useful tool for performing risk reviews.

Timing of Mitigation

Early mitigation
 Likely to be lower cost and completion within planned timescales and can provide space or
facilities to install more capacity

Later mitigation
 Likely to involve higher costs and possible delay as plant and structures will be in place

Solution to the Problem

» Accurate definition of what is an emergent risk at a reasonably early stage to correctly target
mitigation
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The Gap Template Action Plan is a useful tool for performing risk reviews.
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The Institute of Risk Management

IRM is risk management’s professional education body. Established as a not-for-profit
organisation, the Institute is governed by practising risk professionals and has strong links to
leading universities and business schools across the world. Recognising that risk management
is a multi-disciplinary field, we also work closely with many other specialist institutes and
associations and seek to represent an increasingly broad and diverse set of stakeholders.

The worldwide membership is drawn from industry, commerce, consultancy and the public
sector, and members have backgrounds in many different risk-related disciplines.

Contact

The Institute of Risk Management
6 Lloyds Avenue
London EC3N 3AX

tel: 020 7709 9808
fax: 020 7709 0716

web:  www.theirm.org
email: enquiries@theirm.org

Sponsors

British Nuclear Group

Currie & Brown
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This paper is available for download for free from the IRM website www.theirm.org

Glossy hard-copy versions are also available for a small fee. For further details please contact the IRM or visit the website.





