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The committee responsible for the issue of this draft comprised representatives of organizations 
interested in the subject matter of the proposed Standard.  These organizations are listed on the 
inside back cover. 

Comments are invited on the technical content, wording and general arrangement of the draft. Please 
use the comments pages, provided behind this notice, for your comments. Comments should 
preferably be typewritten. Please do not return marked-up drafts as comments. 

When completing the comments page ensure that the number of this draft, your name and 
organization (if applicable) is recorded. Please place relevant clause numbers beside each comment. 

Editorial matters (i.e. spelling, punctuation, grammar etc.) will be corrected before final publication. 

The coordination of the requirements of this draft with those of any related Standards is of particular 
importance and you are invited to point out any areas where this may be necessary. 

Please provide supporting reasons and suggested wording for each comment. Where you consider 
that specific content is too simplistic, too complex or too detailed please provide an alternative. 

Comments can be sent by post, fax, e-mail or on a disk (3½ IBM PC format) marked to the attention 
of the officer indicated on the top left corner of the form. 

If the draft is acceptable without change, an acknowledgment to this effect would be appreciated. 

Normally no acknowledgment of comment is sent. All comments received by the due date will be put 
before the relevant drafting committee. Where appropriate, changes will be incorporated before the 
Standard is formally approved. 

If you know of other persons or organizations that may wish to comment on this draft Standard, could 
you please advise them of its availability. Further copies of the draft are available from the Customer 
Service Centre listed below and from our website at http://www.standards.com.au. 
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This draft proposes a generic guide for managing risk. It may be applied to a wide range of 
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4.4.5    Sensitivity analysis 
Since some of the estimates made in risk analysis are 
imprecise, a sensitivity analysis should be carried out to test 
the effect of uncertainty in assumptions and data. Sensitivity 
analysis is also a way of testing the appropriateness and 
effectiveness of potential controls and risk treatment options 
as described in Clause 4.6.2. 

4.5 Risk evaluation 
The objective of risk evaluation is to make decisions, based 
on the outcomes of risk analysis, about which risks need 
treatment and their priorities. 

Risk evaluation involves comparing the level of risk found 
during the analysis process with previously established risk 
criteria. 

The objectives of the organization and the extent of 
opportunity that could result from the risk should be 
considered. Where a choice is to be made between options, 
higher potential for losses may be associated with higher 
potential gains and the appropriate choice will depend on an 
organization’s context. 

Decisions should take account of the wider context of the risk 
and include consideration of the tolerability of the risks borne 
by parties other than the organization that benefits from it. 

Low or tolerable risks may be accepted with minimal further 
treatment. They should be monitored and periodically 
reviewed to ensure they remain so. 

If risks are not low or tolerable, they should be treated using 
one or more of the options considered in Clause 4.6. 

In some circumstances, the risk evaluation may lead to a 
decision to undertake further analysis. 

4.6 Risk treatment 
4.6.1    General 
Risk treatment involves identifying the range of options for 
treating risk, assessing those options, preparing risk 
treatment plans and implementing them. 

4.6.2    Identifying options for risk treatment 
Risk treatment options, which are not necessarily mutually 
exclusive or appropriate in all circumstances, include the 
following: 

• Avoid the risk by deciding not to proceed with the 
activity likely to create risk (where this is practicable). 

Risk avoidance can occur inappropriately because of a 
tendency of some people or organizations to be risk-
averse. Inappropriate risk avoidance may increase the 
significance of other risks or may lead to the loss of 
opportunities for gain. 
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• Change the probability of the occurrence, to enhance 
the probability of beneficial outcomes and reduce the 
probability of losses. 

• Change the consequences, to increase the size of the 
gains and reduce the size of the losses. This may also 
include emergency response, contingency and disaster 
recovery plans. 

• Transfer the risk. 

This involves another party bearing or sharing some part 
of the risk. Mechanisms include the use of contracts, 
insurance arrangements and organizational structures 
such as partnership and joint ventures. Generally there 
is some financial cost or benefit associated with the 
transfer of part of the risk to another organization, such 
as the premium paid for insurance.  

Ideally, responsibilities for the treatment of risks should 
be allocated to the parties best able to control them. 
Responsibilities should be agreed between the parties 
at the earliest possible time. 

The transfer of a risk to other parties, or physical 
transfer to other places, will reduce the risk for the 
original organization, but may not diminish the overall 
level of risk to society. Often, such risk transfer only 
exchanges one type of risk for another so that both 
parties end up with the types of risks that they are more 
able to tolerate, treat or retain. 

Where risks are transferred in whole or in part, the 
organization transferring the risk has acquired a new 
risk, in that the organization to which the risk has been 
transferred may not manage the risk effectively. 

• Retain the risk. 

After risks have been reduced or transferred, there may 
be residual risks that are retained. Risks can also be 
retained by default, e.g. when there is a failure to 
identify or appropriately transfer or otherwise treat risks. 

4.6.3    Assessing risk treatment options 
Options should be assessed on the basis of the extent of loss 
reduction, and the extent of any additional gains or 
opportunities created, taking into account the criteria 
developed in Clause 4.2.5. A number of options may be 
considered and applied either individually or in combination. 
Sensitivity analysis (see Clause 4.4.5) is one way of testing 
the effectiveness of different options for treating risk. 

Selection of the most appropriate option involves balancing 
the cost of implementing each option against the benefits 
derived from it. In general, the cost of managing risks needs 
to be commensurate with the benefits obtained. 

Where large changes in risk may be obtained with relatively 
low expenditure, such options should be implemented. 
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Further options for improvement may be uneconomic and 
judgment needs to be exercised as to whether they are 
justifiable. 

Decisions should take account of the need to consider 
carefully rare but severe risks that may warrant risk treatment 
actions that are not justifiable on strictly economic grounds. 

When making such cost versus benefit judgements, it is 
important to consider all costs and disbenefits as well as all 
benefits and opportunities. Often the ancillary benefits from 
adopting a particular risk treatment strategy can be 
considerable. Similarly, while a particular control may be very 
effective in reducing the probability of a specific type of loss, 
it may also remove the opportunity of gain. 

In many cases, it is unlikely that any one risk treatment option 
will be a complete solution for a particular problem. Often the 
organization will benefit substantially by a combination of 
options such as changing the probability of risks, changing 
their consequences, and transferring or retaining any residual 
risks. An example is the effective use of contracts and risk 
financing supported by a risk reduction program. 

Where the cumulative cost of implementing all risk treatments 
exceeds the available budget, the plan should clearly identify 
the priority order in which individual risk treatments should be 
implemented. Priority ordering can be established using 
various techniques, including risk ranking and cost-benefit 
analysis. Legal compliance requirements may override cost-
benefit analysis. 

Risk treatments that cannot be implemented within the limit of 
the available budget must either await the availability of 
further resources or, if for whatever reason any or all of the 
remaining treatments are considered important, a case must 
be made to secure additional finances. In all cases it is 
important to compare the full cost of not taking action against 
the apparent budgetary saving. 

Risk treatment options should consider the values and 
perceptions of stakeholders and the most appropriate ways to 
communicate with them. 

Risk treatment strategies may themselves introduce new 
risks. These risks need to be identified, assessed, treated 
and monitored as part of the iterative process.  

If after treatment there is a residual risk, a decision should be 
taken about whether to retain this risk or repeat the risk 
treatment process. 

4.6.4    Preparing and implementing treatment 
plans 
Plans should document how the chosen options will be 
implemented. 

Treatment plans should identify responsibilities, schedules, 
the expected outcome of treatments, budgeting, performance 
measures and the review process to be set in place. 
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Plans should also include mechanisms for assessing the 
implementation of the options against performance criteria, 
individual responsibilities and other objectives, and processes 
for monitoring achievement against critical implementation 
milestones. 

The successful implementation of the risk treatment plan 
requires an effective management system that specifies the 
methods chosen, assigns responsibilities and individual 
accountabilities for actions, and monitors them against 
specified criteria. 

4.7 Monitoring and review 
It is necessary to monitor the effectiveness of all steps of the 
risk management process. This is an important step for 
continuous improvement. 

Risks and the effectiveness of treatment measures need to be 
monitored to ensure changing circumstances do not alter 
priorities. Control self-assessment provides one means for 
the continual review of risks and their controls. 

Ongoing review is essential to ensure that the management 
plan remains relevant. Factors that may affect the probability 
and consequences of an outcome may change, as may the 
factors that affect the suitability or cost of the treatment 
options. It is therefore necessary to repeat the risk 
management cycle regularly. Review is an integral part of risk 
management treatment plans. 

Actual progress against risk treatment plans provide an 
important performance measure and should be incorporated 
into the organization’s performance management, 
measurement and reporting system. 

Monitoring also involves learning from events and their 
outcomes. 

4.8 Recording the risk management process 
Each stage of the risk management process should be 
recorded appropriately. Assumptions, methods, data sources, 
analyses, results and reasons for decisions should all be 
recorded. 

The records of such processes are also an important aspect 
of good corporate governance. 

Decisions concerning the extent and method of recording may 
involve costs and benefits and should take into account the 
reasons for maintaining documentation. 
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